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Cyber security requirements and

obligations

Sl go il Sl jilg &llhio

Social network account admin

Social networks account administrator shall commitment
controls, frameworks and standards issued by the National

Cybersecurity Authority as the following:

® Commitment to the policy of social networking

accounts.
e Safe use of devices for social network accounts.

® Use of social networking accounts for the university

not for individuals.

* Registration using official information (E-mail for the
university's social networking sites and an official

mobile number) and not using personal information.

* Maintaining consistency of the identity for social
networking account with basic identity of the

university.

® Usingasecure and private password for each of the
social networking accounts, changing it periodically,

and not reusing a password that was used before.

® Use multi-factor Authentication for logins to social

network accounts.

® Activate and update security questions and document

them in a safe place.
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accounts.
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* Manage users' permissions for social network
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accounts based on work need, considering
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sensitivity of accounts, the level of permissions,
and the type of devices and systems used.
¢ Monitoring accounts of social network

supervisors and protecting the university's
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identity from plagiarism.
 Reviewing social network accounts and

permissions to them at least once a year.
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